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made for free at coggle.it
Workflow level (aka top-level)

Job level Heirarchy
Step Level Custom Env Variables
e Example:
env:

Context
E.g. if ${{ env.DAY_OF_WEEK == 'Monday' }}

First_ Name: shane

Set variables using $GITHUB _ENV
e.g. echo "greeting=hello world" >> "$GITHUB_ENV"

Default Env Variables

e Can be used only in job steps.
GITHUB_REF_NAME: Source branch name « Always uppercase.
e Example: -- run: echo "Deploying to production server

GITHUB_ACTOR: User that initiated/re-ran workflow on branch $GITHUB_REF"*

GITHUB_TRIGGERING_ACTOR: User that initiated workflow

vars
Contains variables set at the repository,
organization, or environment levels.

Contexts
) ] env e Can be used anywhere in workflow
Contains variables set in a « Always lowercase
workflow, job, or step. « Example: if: github.ref == 'refs/heads/main’
github )
Information about the workflow run Default Settings
¢ Applies to all jobs in a workflow
. e E.Q.
job :
Information about the def.aults.
currently running job. run.
shell: bash

jobs
For reusable workflows only,
contains outputs of jobs from the
reusable workflow.

steps

Info about steps in the current job

Configuration Variables

e Can be configured at org, repo or environment level
Available via the vars context

Max size - 48KB

Max variables per repo - 500

Max org variables - 1000

Max environment level variables: 100

secrets

Contains the names and
values of secrets that are
available to a workflow run.

1. Repo Level Secrets Heirarchy
Lower overrides higher levels

2. Org Level

Variables & Contexts

GH Container Registry - ghcr.io
E.g. docker pull ghcr.io/YOURNAME/publish-packages/game: TAG

Login Action - docker/login-action
GitHub Actions

Requires registry, docker username & password https://github.com/docker/metadata-action

Meta Data - docker/metadata-action

Extracts metadata from Git and GitHub events Docker Hub . '
Deprecated in favour of GH Container Registry

Push image to Docker
docker/build-push-action

Authenticating with GitHub Packages
Information required:

e Your GitHub username

¢ A Personal Access Token (Classic) with read:packages

¢ The GitHub Packages endpoint
Format:
https://PACKAGE_TYPE.pkg.github.com/OWNER/REPO
SITORY
E.g. dotnet nuget add source
https://nuget.pkg.github.com/OWNER/index.json -n
github -u OWNER -p [Your PAT Token]

Artifacts

« Share outputs between jobs
» Retained for 90 days by default

workflow_dispatch

Allows:

e Manual user trigger
e API calls internally from GH (e.g. https://api.github.com/repos/octocat/hello-world/dispatches)

Format: /repos/{owner}/{repo}/actions/workflows/<wf-file-name>/dispatches
e.g. https://api.github.com/repos/sbartholomeusz/gh-actions-exam-prep/actions/workflows/greeting-

manual.yml/dispatches

Requires branch to be specified

Manual events

repository_dispatch - Allows external API calls from outside GH
Format: /repos/{owner}/{repo}/dispatches

Runs off default branch

Secrets Management

3. Environment Level

Names must only contain alpha numeric or underscore chars
E.g. Fake_Pw_123

Names must NOT start with 'GITHUB_' prefix
Constraints
Names must NOT start with numbers

Names are case sensitive

Names must be unique in the hierarchy level they are created in

actions/create-release )
actions/upload-release-asset

Workflow Triggers
schedule - CRON schedule
{minute} {hour} {day} {month} {day of the week}
https://docs.github.com/en/actions/writing-workflows/choosing-when-your-
workflow-runs/events-that-trigger-workflows#schedule
init - creates DB
uses: github/codeql-action/init@v1
with: languages ${{ matrix.language }}
autobuild - Detects and automatically builds your code
Supports C, C++, C#, Go, Java, Kotlin and Swift
analyze - Runs analysis queries against DB
ses: github/codeql-action/anal 1
u github/codeql-action/analyse@v CodeQL
Look for GitHub 'verified' badge
https://docs.github.com/en/apps/github-marketplace/github-
marketplace-overview/about-marketplace-badges Security
Perform manual review
Releases
Workflow Badges
o <user>/<repo>/.github/workflows/<workflow file>/badge.svg
o <user>/<repo>/.github/workflows/<workflow file>/badge.svg?branch=feature
e <user>/<repo>/.github/workflows/<workflow file>/badge.svg?event=push
GitHub Environments
« A workflow can reference only 1x environment
« Secrets and Variables can be scoped to an env
« Required reviewers can be set per env
GH Actions Migration Tools
¢ Includes Docker Image + GH CLI extension
Explicit Approach
uses: actions/cache@v4
Implicit Approach - Caching

* actions/setup-<lang> https://learn.microsoft.com/en-

e e.g. uses: actions/setup-dotnet@v4

with: . actions-essential-features
dotnet-version: 6.x

cache: true

Cache is scoped to current branch or default branch

GitHub Packages
Package and container registry service within GitHub

us/training/modules/github-actions-ci/2b-github-

Login Action - docker/login-action

Requires registry, docker username & password

Push image to Docker
docker/build-push-action

contains
e.g. contains(‘hello world', 'hello")

startsWith

e.g. startsWith('hello world', 'hello’)

endsWith

e.g. endsWith('hello world', ‘world’)

format

e.g. format ('Hello {0} {1} {2}, 'Mona’, 'the’, 'Octocat')

join

e.g. join(github.event.issue.labels.*.name, ', ")

toJSON
e.g. toJSON(obj)

fromJSON
e.g. fromJSON(value)

hashFiles -
creates hash from inputs

e.g. hashFiles(/package-lock.json', '/Gemfile.lock’)

Service Containers
Hosts docker container services for app testing

Status Checks

Domain 1: Author and maintain workflows

Expressions

Limitations )
EEEEEE— Must use Linux based runner
Cannot use within composite action
success

Returns true when all previous steps have succeeded.
e.g. if: ${{ success() }}

always
Always runs

e.g. if: ${{ always() }}

cancelled Accessing Workflow Logs via GH REST API
Returns true if the workflow was canceled. Requires repo read permissions

e.g. if: ${{ cancelled() }}

failure
Returns true when any previous step fails.
e.g. if: ${{ failure() }}

Domain 2: Consume workflows

GitHub Actions Certification

Domain 4: Manage GitHub Actions in the
enterprise

Enterprise Policies

List workflow runs
GET /repos/{owner}/{repo}/actions/runs

Get workflow run
GET /repos/{owner}/{repo}/actions/runs/{run_id}

Download job log file - returns 302 response. The Location header contains zip file download
URL
GET /repos/{owner}/{repo}/actions/runs/{run_id}/logs

Max Job Execution Time: 6 hours

Usage Limits
Max workflow run time: 35 days

Max API Requests: 1000 requests

Enable debug logging
Create repo secrets ACTIONS_STEP_DEBUG +

ACTIONS_RUNNER_DEBUG

See https://learn.microsoft.com/en-
us/training/modules/github-actions-ci/2b-github-actions-
essential-features

Access workflow logs via REST API
GET /repos/{owner}/{repo}/actions/runs/{run_id}/logs

Content must be URL encoded

Content must be on single line

Debugging Workflows
Debug

] echo "::debug::This is a debug message"
Logging Levels

Info
echo "This is an info message"

Error

echo "::error::This is an error message"
Warning
echo "::warning ::This is a warning message"

Skip Workflow Runs

Use following strings in commit messages:
[skip ci]

[ci skip]

[no ci]

[skip actions]

[actions skip]

GitHub Rest API Limits
> 1000 requests per hour/repo for GITHB_TOKEN
¢ 15,000 requests per hour/repo for GH Enterprise Cloud

Workflow Execution

Jobs can be executed either on a:

e Runner (GitHub Cloud Hosted or Self-Hosted)
e Within a Container

Domain 3: Author and maintain actions

Create . github repo with directory workflow-templates
GH Actions

Workflow Templates Can use $default-branch placeholder variable

Metadata file must be created using format
<WF_FILE_NAME>.properties.json

Allow all actions

Local custom actions only

Restrict Actions

Allow specific whitelisted actions

Allow GitHub created actions only

Allow only verified creators in Marketplace

GitHub Enterprise: GH Actions not in sync with 'live' Marketplace.

The actions-sync command line tool can perform on-demand sync
https://github.com/actions/actions-sync

GH Connect can perform continual sync

IP Address Whitelist
Restricts GH Acess to specific IP's

GitHub Cloud Hosted
e Fully managed incl OS patching

¢ Free to use with GH Actions
¢ Clean environment for every job execution

Proxy Servers
Set follow env variables listing URL's:
o https_proxy=http://proxy.local

Self-Hosted e http_proxy=http://proxy.local
e no_proxy=example.com,example.org

Runners

¢ Must self-manage OS patching
¢ Free to use with GH Actions
» Shared environment for every job execution IP Allowlists

Runner Groups Logs

Logical grouping of runners which can be targeted by GH * Keptin the diag runner root directory
Actions workflows ¢ Filename format is Runner_<UTC-TIMESTAMP>

GH Action Types

Branding

branding:

icon:
color:

"award'
'green'

Exit Codes

Distribution

YAML

echo "An error occurred"
exit1

echo "Successfully completed”
exit 0

Javascript
core.setFailed(Action failed with error ${err});

Container Actions pre-entrypoint. . .
Lifecycle Hooks e.g. pre-entrypoint: 'setup.sh

o Package the environment with the
GitHub Actions code

e Provides more consistency

e Only compatible with linux OS

entrypoint
e.g. entrypoint: 'main.sh’

post-entrypoint

JavaScript actions
¢ Run directly on the runner machine

e Separates the action code from the environment

¢ Runs on all platforms i.e. Windows, Mac OS & Linux

GH Actions Toolkit
https://github.com/actions/toolkit

npm install @actions/core npm install
@actions/github

Contains package.json file

pre
Composite actions pre-if
« Reuse actions by using shell scripts e.g. pre-if: runner.os == 'linux
e Supports many scripting languages main
e Runs on all platforms i.e. Windows, Mac OS & Linux Lifecycle Hooks

post

post-if

e.g. post-if: runner.os == "linux’'

Publish in GH Marketplace

Note:

Must be public repo

Single GH Action per repo

Name must be unique

Name cannot match existing marketplace category
Name cannot match existing GitHub feature

Public
Use a public repository

Private
Use a private / internal repository
Recommend using a . github org repo to store common workflows

Commit Hash e.g. actions/setup-node@c46424eee26de40...

branch name e.g. actions/setup-node@main

Versioning

Release number e.g. actions/setup-node@v1.2
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